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VAS ExXperts

* Bojiee 800 wmucramnadgdumm B PO® m CHT
e Bojiee 25 Toutr/cC

 10M+ mnoJsmpBROBaATEJIEN

Beixon Ha 3apyOeXHBI PBHOK:
* Lebanon * Turkey

* Cyprus * Moldova
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[TopTPoJIMO

Deep Packet Inspection

BRAS CG—-NAT

KiriroueBreie BOBMOXHOCTU

AHaJInTHUKAa Ynpaenenue aboHeHTaMu
10T, DDoS, BotNet * [[pymopmuTM3ala U
* NetFlow, IlepexBart HOJCHHT

Tpadmka * UepHbele OeJible CIUCKU
* QoE mMeTpuku * BRAS, CG-NAT

e Mini-Firewall

QoE

VAS cepBHUCH

* [IpopunmpoBaHme ©OasEH
* MapKeTMHTOBEIE KaMIlaHUU
* BcTaBkKa peKJIaMH

* POoOUTesIbCKUM KOHTPOJIb
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CobcTBeHHEM DPI IBRMXOK

User’s packets flows

Manage
Control
Report

VAS Experts Engine

Flow processing

Heln u
KOHKYPEHTEI

2013 — DPI
Cisco SCE

2010 - CG-NAT
A10 Network

2017 — BRAS

FEricsson SE

2018 - COPM

2019 - Border
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[l[propmTM3alAd Before

By protocol / application

By direction

* reglstered AS

* customized AS

https
Video

Torrents

After

https
Video

Torrents

By the Uplink

e vlan

* pair of physical ports

Per user

e IP

* login
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MyJIb TUMOYVHKIMOHAJIBEHOCTD 3ammTa

VMHBECTHULIUM

JInueHnsmu4a:
Anrpenn
CrimndaHue

Customers AggAregatlon BRAS DP| CG-NAT Router PasmesieHue
ccess
[lepeHOC

CepBep JIMLIEH3UN :
PeszseprupoBaHMUE
[lepenongnmucka

VAS (IOONOJHMTEJIbHBIE
BRAS CEPBUCH)
TecTOoBa4ad JIMLIEH3UA

Customers Aggregation Router BUPTyanM3aums
Access CG-NAT DP|

SaaS | PaaS
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[ITOOMRBOINTEJIBHOCTD

Feature

Performance, Gb

Number of subscribers

Maximum number of
session

Number of new sessions

Application protocols

Ports

Latency (average
value), pc

Platform

CKAT-6

6

400 K

100 K

ox1GbE
RJ-45

CKAT-20

20

2 M

16 M

250 K

2x10GbE
SEP+

CKAT-40

40

4 M

32 M

350 K

6000+

4x10GbE
SFP+

30

10,

CKAT-80

80

64 M

400 K

8x10GbE
SFP+

CKAT-100

100

10 M

80 M

500 K

10x10GDbE
SFP+
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ApXUTEKTYpPa IIJaTQOPMEI

1 core
4 cores 1 core 4 cores 1 core NetFlow
handlers | dispatcher handlers | dispatcher Management
Services
e | Fescsssssssse- '
(] (] 0 (]
[ 0 0 0
[] [] ] ]
0 0 0 0
: : : :
] ] : ] Control Plane
(] (] [ 0
[] 0 [] [ ]
(] 0 () 0
(] (] 0 (]
0 0 (] 0
: : : , Data Plane
dna O dnal dna 2 dna 3
in out in out

IJo 400 I'buT/C OpM MCIOJIbL30BAHUU

MHOTOIIPOLIECCOPHEIX CEPBEPOBR

OaKTOPEHI

X86 ceprBepH

Bricokasga
[IPOM3BOOMUTEJILHOCTE

Marxkmm JIUMUT

MacuTabrpyeMoCThb

HoCTyYIIHEIE I1JIATOOPMEL

Anrpenn CBOVMU
pyKamm

HenpepelBHEIL POCT
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APXUTEKTYPAa pPeleHud

PexuMbel 1.2/1.3 BRAS

CoBMelleHKE
BRAS/CG-NAT/DPI/URL-Filtering

(CoA)

[lostHaga nonmmepxka RADIUS

Bricokasd OOCTYIIHOCTB C IIOMOIILIO
PCRF cepBepa

BreicTpeir cTapT M3 Gas3el UDR

Router

Core L3

Aggregation L2

Access L2

Customers %%

Router
Billing
oO—:
o—: T T T T
o= @ B _J |
UDR O] |
2N
..... < BRAS
0 ... ' |
CHIR Radius |
0 .- - |
r L oAt
1| |
fo = N K |
o = , | /\‘ "
0 .. | :
S — oo oo
----- [ ]vrlvy [ lvrlvy
o T _| Corel2 _l
DHCP Aggregation L2
Access L2

Customers Customers
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XapakTepucTmukm BRAS PCRF

* KombuHauma L2 (PPPoE, DHCP) m L3 (IPOE) pexmuMOB [l[pokCcHUpOBaHME
3anpocor Mexny BRAS

11 Radilus cepBepoM

* Peanuzaumusa TepMuHauuu Tpaduka (PPPoE, QinQ, Vlan)

* [lommepxkKa MyJIbTUIIOJIb30BaTeNey (ommH Login — MHOXeCTBO I1P) IUHAMUYE CKOE
yrpapJIeHUE
e Dual Stack IPv4 / IPvoO [IOJINTUKOM U

cepBucamMm 1o Radius
* Bejible COMCKM C Hommepxkoym hostname, URL m Macka *.domailn

CUHXPOHM3ALNUA
MHbopMaumum o0
aboOHEeHTax Mexny
HeCckKoJIibKMMM BRAS u

. . . obecrneyeHue
* [lpmopmrTusauma Video, Online games, Web traffic pe3epPBUPOBAHNS

* JIoBHIIEHME CKOPOCTNM Ha JIOKaAJIbHEIE PeCYPCH MIJIM OlIlpeldceJICHHEBIC

CEepPBUCH (MEeCCeHIXepH, CcolLMaJibHEIE CeTM) BHe TapudHOTO IJlaHa

* Packpacka Tpaduka (Vlian, IP, MPLS) m paborTa C yXe pasMeUYeHHBM
llcnolb30BaHME
PasmeJyIbHOI'O
AKKayHTUMHI'a nOJjid AS
* Ycayra Mini Firewall pyig noBreleHMA Oe30HNaCHOCTU CETU UJIM TIPOTOKOJIOB

TPpadMKOM
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[IlpemmymecTBa CG-NAT

* Full Cone - Ilpo3pauHasa paboTa p2p NPOTOKOJIOB M OHJIAMH UIP

* Paired IP address pooling — IllpuBrsaska ceccum aboOHEHTa K

OIOHOMY BHelHeMy IP anpecy
* Halrpinning — OOMeH JIOKAJIbHEIX aOOHEHTOB 0Oe3 TPaHCIALUU

 JlumuTel — Hammume JgumMmmuToB njid TCP m UDP ceccuM B paMKax

Kaxogoro NAT mnyJsa

e OxcrnopT NAT TpaHCHASUMM — 3alMCh B TEKCTOBHM Qanjia WMiIu

BHII'PY3Ka 10 NetFlow v10

e [JoJylTHA9d CoOBMeCcTMMOCTL Cc COPM



['MOKMe TapudHBE I1JIaHEB

htb inbound root=rate 50mbit
htb inbound classO=rate 20mbit ceil 50mbit

Bapgaua:

OrpaHMUEeHME IO MCXOOAUIEMY TOPPEHTY

htb inbound classl=rate Imbit ceil 50mbit
MaxkcuMaJibHada CKOPOCTL Ha JIOKaJIbHLBIE PEeCYPCH - -
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[lopmopuTM3aLMA IOJI4
* MecceHnoxepoB m SIP
e HTTP, HTTPS, QIUC

* Jrporsom cepBuc world of tanks

Classes (cs):

cs0 dns, icmp, AS world of tanks
csl http, https, quic

cs3 default

cs4 viber, whatsapp, skype, sip
csS AS local IP, peering

cs6 tcp unknown

cs7 Bittorrent

htb inbound class2=rate
htb inbound class3=rate
htb inbound classé4=rate
htb inbound classb5=rate
htb inbound classb6b=rate

htb inbound class7=rate

htb root=rate 50mbit

8bit ceil 50mbit
8bit ceil 50mbit
8bit ceil 1mbit
100mbit static

8bit ceil 50mbit
8bit ceil 50mbit

htb classO=rate 20mbit ceil 50mbit

htb classl=rate Imbit ceil 50mbit
htb class2=rate 8bit ceil 50mbit
htb class3=rate 8bit ceil 50mbit

htb class4=rate 8bit ceil 1mbit

htb classb=rate 100mbit

static

htb classb6b=rate 8bit ceil 5Smbit
htb class7=rate 8bit ceil 5Smbit
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PesepBUpOBaHUE

BajlancupoBka ceccum o hash

PesepBHe DPI Ha
aJIb TEPHATUBHEIM MapUpyT

CrieumaljibHad LieHa Ha pPe3epPBHEU
CKAT DPI
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IPvo

Mel pexomMeHnyeM Dual Stack: cepwmt IPv4 + Oesmemm IPVO6

[loueMy HYXHO HauMHATEL cemyac?
(OmeIT,

° BHereHMe 3dHVMaeT IJIMTeJIbHOE BPEMA 3adaMEeHa

obopynoraHusa) = 3 rozna,
a BIOPYyI' NOHaAJobmMTCsT CPOYHO — BH He CIpaBUTECHh

* YcrporcTtea IOT IPvVv6 only

Pllpodeccuonans (admins, webmasters) - mocTymnm Kk 1pvo6

pecypcaM (BHYTpeHHMe / KOPIOPATHBHEE CeTU)

KopniopaTel: CBA3b OGOUIMAJIOB, PEe3€pPBUMPOBAHME allJIMHKA

Hoeble ceTeBHIE CTaHIapTEL

* YoepxaHMe abOHEHTOR (IPYyTMX 1pv6 NpOoBaAMIEepPOB HAa PBHKE

MaJio)

[lpoBOJieMBl U
BEI3OBEI

Crapoe
obopynoBaHMe :

* CPE
e TV
* SIP phones

* gaming and TV
set-top boxes

Bonycer IPv6
* Her NAT B CPE

* yIIyulleHHOe P2P

* NPAMOV IOOCTYII
IoT, M2M
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Mini Firewall

3anaumn: PexoMeHIIaLIUN &

* [l[pemoTBPATUTEL B3JIOM YyCTPOMCTB * JIcrIoJIL30BaATE CTATUCTUKY M3 MOOYJId QO
[I0JIE30BaTEJIA IO CUCTEMHEM IIOpPTaM B JlnuunoMm KabOmHeTe aboHeHTA

* 3abJIOKMPOBATE BPEIOOHOCHYK aKTHMBHOCTE * [[poBecTU yBenmomiieHure uepes CKAT DPI o
oT aboHeHTa — SPAM, BotNet baxTe 3apaxeHMda U NPenJIOXUTL peleHNre,

Parasite traffic

[IoMoOompe IIO 3zalrTe OT BUPYCOB

r
Attack on the client’s hardware

> T a
O

s R

Customers

™
BRAS Mini Firewall O

‘ Router

Legitimate traffic

> CG-NAT DPI -

— Legitimate traffic
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B paszpaboTke

SD—-WAN : QOS Uepes MHTEPHET (CBA3b MeXIOy oO¢mimajiaMu,

IOCTYII K OOJIQUHBIM CEPBMCAaM)

MHOI‘OKpaTHO IeueBJjie M MOXeT OBTb HalleXHee U

KaueCTBEeHHee uUeM TpaIuMUMOHHEM MPLS

AT : Kimaccupmrkauma CamToB

Krnmaccupmkaumsa Tpadmka

Peumienmve =Bsanmau TII

InarHOCTMKA U peleHue NpobJjieM B CceTu
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Ornumsa Qol

o1

Customers

L]

o=:

=

Billing

Aggregation

Access

IP/login/MAC/HWid/address

AP
DT_Q—

IJIA MOHUMTOPVMHI'd M IIPOOAaX

NetFlow v10
I

2

T

Support

OSS/BSS

> —_—

—
QoE Stort:_l

>

pot

Router

o
> 0101r

Marketing
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hitps 443

hitp 80

Bittorrent 49165

QUIC 49218

49224 49224

stun-behavior 3478

UDP Unknown 65041

H323 49217

= MDE AO47TN
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® Top AS with high retransmits (Netflow)

46.89
9%

4715
%
6718
13%
4716
8%
4815
9%

B 117690 @ 17645 10230 [ 42190 [ 14780
B 14776 @ 26220 @@ 17457 @ 14196 (36752

[®- Export

= Reports

L e rup e g

B & Top with high retransmits
3 Top subscribers
O Top protocols
3 Top hosts
3 Top hosts IPs
3 Top host categories
B & TopAS
O TopAS
[ Top AS (Maxi)
[ Top subscriber's AS
[ Top subscriber's AS (Maxi)

O Top switches

@ Top host categories (Clickstream)
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31
901207 4% \‘
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923457

5%
1455147
8%
2142064
12%

8399647
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12%

. Unknown [ Social networks Tech inteface
. Video hostings . Cdn . Search engine .Ads
. Instant messaging . Metrics . Bad gateway (HTTP 502)

[®» Export

= Reports
Top hosts

Top subscribers
Top devices
Top hosts IPs
Top URLs
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& Top subscribers with high retransmits
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[=+ Export

100
1%

100 ]
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Reports

[ Flow by protocols
[ Flow by application protocols
B & Top
03 Top with high RTT
O Top with high traffic
B & Top with high retransmits
E & Top subscribers
[@ Top subscribers
@ Top subscribers (Maxi)
E & Top protocols
[ Top protocols

[ Top protocols (Maxi)
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Kak mcrnojsib30BaTbk DPI MeTpUKM?

Sales and Marketing
* [I[pomaxa HOBHEIX CepBUCOB, Wi-Fi1 obOopymoBaHMA, TapUOHBIX I1JIAHOB
* Boprba C OTTOKOM M aHAaJIu3 IIPUUMH, IIOBHIIEHME JIOAJILHOCTU

* TapreTmMpoBaHHad pPekKJlaMa C MCIOJIb30BaHMEM Npoduiier abOHEHTOB

Technical and Support departments

* I'nmyOokuM TpabJly TMHT M MOHUMTOPMHI CeTM C MCHoJib30BaHMeM Round Trip Time

m TCP retransmitting

* [louck npobJjeM C KIMEHTCKMM obopymoBaHmem, Wi-Fi router, cBuUTUaMmM »OOCTYyIIa

1 arperaummn

* OnpenejyieHue OIITMMAJIbHBEIX TOUEK IMNIMPMHI'a M CBA3HOCTHM uUepes Uplink
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BcTaBka pekJiaMbl OJId Web cTpaHuil

PasMelleHre pPeKJIaMbl 1 ¢opmMaTEH

HOTUOUKALMM OJId aOOHEHTOB
e JlecKTOI M MOOWMJILHEIE

IJoxom C Kaxmoro rokasa * [HTEepaKTUBHEIE OKHAa

* OYJIUJICKPUH

[lporemeHMe, yIpaBJIEHUE
Y MOHUTOPMHI PEKJIAMHEIX KaMIIaHUM

e [[lannka

* HaTWMBHEM

YueT 4YepHBEIX U OeJIbIX
CIIMCKOB

e Bumeo

* MeH ¥ 3aloJiHEHVE (QOPMEL

AdBlock - OJiOKMpPOBKA
peKJiaMbl Ha CeTeBOM YPOBHE
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CxemMa paGOTbI [l[peymyliecTBa

AKTMVBALILI B

VAS Experts DPI OIOMH KJIUK
< > <—*  VAScloud
: A ABTOMAaTHUUE CKUN
PRAS GUI OUIIJIUHT
CG-NAT DPI Billing [lpogyMaHHBINM
) TAPTETUHT
ADS arperatop
Marketing BricTpOE

BHeIpeHue




023 VASEXPERTS

HanpasJjieHrne paspaboTKu

Pexkisiama

VAS
cloud

e BotNet
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Follow the
experts

info@vasexperts.ru

vasexperts.ru

|




